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. Background & Motivations

Adoption of
Cryptocurrencies

2.9 to 5.8 million unique users
(mostly Bitcoin), and increasing

Accepted as a payment method
by over 100,000 merchants
(~2014)

Affiliation with lllicit
Activities

Used for: Money laundering,
scamming, terror financing

Used as payment method for:

cyber-extortion (ransom
payments), thievery, trading
illegal goods in the Darknet

Need for Investigation
& Compliance Tools

Businesses: Required by AML
and KYC regulations, need tools
to assess the risk of each of their
customers

Law Enforcement: Need for
domain specific analysis and
investigation tools



. Problem Formulation

Public Key / Address Transaction Hash

Amount
BTC

Receiving
Address

Anyone can create
anytime a BTC
“account”

Phone Number Email Address

Personal
ID

Physical
Address

Issued by centralized
organizations



. Research Question

To what extent can we predict the category of
a yet-unidentified cluster on the Bitcoin

Blockchain?



. Basic Concepts

69cea94f19a47ea0d118e80bef56fbd1e8
5d134472f18214ed8e6b236d2701f8

1 BTC

12c6DSiU4Rq3P4ZxziKxzrL5LmMBrzjrJX 1DGoMT2uz6Dg59JbwtDSp8KYyjiTPR7RNnV
Category: Unknown eategory: Unknown



. Basic Concepts

72cme94f19a47ea0d118e80bef56fbd1e
85d134472f18214ed8e6b236d2701f8

10 BTC

B13HjAyJyAX6SYc6hrEgLf4naoKCWdeS 1Px0Ztvm3sb6LnYS5INERuJBNR50QZxuXJ
1FaEn6fGeDfDkHZvvSLsVRVxqgQt95JeyD 1K4EqXxSVA6NNndkmVAMsSBd1n8VJINJLwr2
1JQFWgx9VFMagd8UryqidriLmCvCudLyf5

Category: Personal Wallet Category: Exchange



. Basic Concepts

The Bitcoin Network |



Basic Concepts

The Bitcoin Network Il



Methodology: Dataset

Total Transactions per Cluster Grouped by Categories
30,000,000

Dataset Description
= 434 Observations

25,000,000

20,000,000 .
= 10 categories

15,000,000

= + 200 M transactions
= Period: January 2009 —
May 2017
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. Data Preparation

Data Preparation

Data Provider’s Tool (Python & Numpy)

Clustering & A Fenture
Raw data > manual Enriched data —> Preprocessing : ) Input data
labelling engineering




Analysis: Supervised Learning

Data Analysis
(Python & Scikit-Learn)

Input data

Selection of

Oversample two
minority classes

algorithms

Find optimal
parameters

Find optimal

Train each model
with default
parameters

parameters

Train each model
with optimal
parameters

Assess & compare
results




Results

ROC Curve for al Cluster Types ROC Curve and Classification Report
from Gradient Boosted Trees classifier,
average confidence of 77%
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. Reflections

Implications

It is possible to categorize unidentified
clusters on Bitcoin using supervised
learning

Further challenging Bitcoin’s true level of
anonymity

Applicability to compliance, investigation

tools

Limitations

= Dataset limited to 434 observations

= Low performance with under-sampled
categories

» Features not reflecting all available data

= |[ack of test set



. Conclusion

Multiclass Classification on
the Bitcoin Blockchain

Goal: Predict the category of unidentified
clusters

Methodology: Using a dataset of already
identified clusters (a total of 434
observations across 10 categories)

Results: It is possible to classify with a
confidence of 77% using Gradient Boosted
Trees

Implications of the Research

A degree of de-anonymization can be
achieved using this approach

Considering the limitations: Paving the way
for future research



. Future Research

Expanding the Dataset Refining & Testing
of Identified Clusters Alternative

Methodologies
Number of observations per Automatic feature engineering
category and extraction
Number of categories Testing more classification
algorithms

Binary Classification

Applying the Model

Use the tested methodology to
uncover the Bitcoin Blockchain
for multiple purposes: cybercrime
investigations, compliance tools,
etc.
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Future Research

Bitcoin Ecosystem (Number of Clusters) by BGC

Haohua Sun Yin & Ravi Vatrapu, A First Estimation of
the Proportion of Cybercriminal Entities in the Bitcoin

Ecosystem using Supervised Machine Learning, |IEEE
Big Data for Cybercrime Prevention, 2017, Boston MA
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Bitcoin Ecosystem (Number of Clusters) by GBC




Proposed Questions

= How can we increase the dataset in both number of observations and categories?
= |f Bitcoin is not truly anonymous, why has it been used for nefarious activities?

= Are there alternatives to Bitcoin that offer higher privacy?



